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N.B.: (1) Question No. 1 is compulsory.
(2) Attempt any four questions out of remaining six question

1. (a) What are the key principles of security ? Explain with exa ? 5
(b) Compare secret key and public key encryption 7 r@ 5
(c) Distinguish among Vulnerability, threat and control. g.h 5
(d) List three controls that could be applied to detect or pre salami attacks 7 5

2. (a) Compare AES and DES. Comment on Double a Tripte DES ? 10
(b) What is Digital signature ? Explain in brief ? 2 > 10

L4
3. (a) Explain Denial of Service attack in netwmks\ 10
(b) List and explain various malicious and n@alicjous codes with examples. 10
4. (a) What is Firewall ? Describe the type firewalls with their limitations ? 10
(b) Describe the types of IDSs and their tions 7 Why we need hybrid IDSs ? 10

L4

5. (a) Explain the use of temporal, phys®al and logical separation for security in 10
Computing environment ?
(b) What are the various forms of pMction that operating system applies at the file 10
level.

6. (a) What is the term His%ﬁis ? Explain in detail the steps in Risk analysis 7 10

(b) Explain Secure-Email s m with example. 10
7. Write short notes on any%ree of the following :— 20

{a) Kerberos Sysigm
(b) RSA Alg\ithm
(c) Hash&ms
{d) 'gp fing.




